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Guidelines 03/2020 on the processing of data concerning
health for the purpose of scientific research in the context of
the COVID-19 outbreak

M ATH % L (COVID-19) PEHRE 5 £ FEF L P i
Tt B T2 45 5103/2020

Adopted on 21 April 2020

202047 21p i iF



Table of contents

P 45
1. INtroduction B oo e 4
2. Application of the GDPR GDPRZ_IE # ..ooiiiiiiiiieeiccieeee e 4
LT D =Y AT e TR Lo o A SRR 6
3.1 “Dataconcerning health” T & T | 6
3.2 “Processing for the purpose of C|ent|f|c research”
PEAEFT D O TAL ) 7
3.3 “Further processing” TiEFFIEH | e 8
4. Legal basis for the processing & * 22 & yp oo 10
4.1 CONSENE FF R correeeeiiieeeiiee et e ettt e e et e e e etre e e e re e e e eareeeeetaeeeeaeeeeenreeas 10
4.2 National legislations B T iZ e 13
5. Data protection principles 7 #L F3E R B oo 14
5.1 Transparency and information to data subjects
BP P EHE T AR ET M e, 15
5.1.1 When must the data subject be informed?
PEFIE 2 T8 T A D e 16
5.1.2 EXEMPLIONS B 7F Looriiiiiiiiiiiieeeieeeeee e 17
5.2 Purpose limitation and presumption of compatibility
R LA T 1 A 2 72 SRR 20
5.3 Data minimisation and storage limitation
T B T FofE 3 P e, 22
5.4 Integrity and confidentiality = EH o B 23
6. Exercise of the rights of data subjects § F * #EF12- (T # .cooeivinineennne. 24
7. International data transfers for scientific research purposes
REFT P R w2 FE R L@ﬁs‘l ...................................................... 25
8. SUMIMIAIY o ceieiei it 31



The European Data Protection Board

Having regard to Article 70 (1) (e) of the Regulation 2016/679/EU of the
European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive
95/46/EC, (hereinafter “GDPR”),

Having regard to the EEA Agreement and in particular to Annex XI and
Protocol 37 thereof, as amended by the Decision of the EEA joint
Committee No 154/2018 of 6 July 2018,

Having regard to Article 12 and Article 22 of its Rules of Procedure,

HAS ADOPTED THE FOLLOWING GUIDELINES
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1. INTRODUCTION

Due to the COVID-19 pandemic, there are currently great scientific
research efforts in the fight against the SARS-CoV-2 in order to produce
research results as fast as possible.
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At the same time, legal questions concerning the use of health data
pursuant to Article 4 (15) GDPR for such research purposes keep arising.
The present guidelines aim to shed light on the most urgent of these
qguestions such as the legal basis, the implementation of adequate
safeguards for such processing of health data and the exercise of the
data subject rights.
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Please note that the development of a further and more detailed
guidance for the processing of health data for the purpose of scientific
research is part of the annual work plan of the EDPB. Also, please note
that the current guidelines do not revolve around the processing of
personal data for epidemiological surveillance.
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2. APPLICATION OF THE GDPR
GDPRZ_ if #*

Data protection rules (such as the GDPR) do not hinder measures taken in
the fight against the COVID- 19 pandemic.! The GDPR is a broad piece of



legislation and provides for several provisions that allow to handle the
processing of personal data for the purpose of scientific research
connected to the COVID-19 pandemic in compliance with the
fundamental rights to privacy and personal data protection.? The GDPR
also foresees a specific derogation to the prohibition of processing of
certain special categories of personal data, such as health data, where it
is necessary for these purposes of scientific research. 3
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Fundamental Rights of the EU must be applied when processing health
data for the purpose of scientific research connected to the COVID-19
pandemic. Neither the Data Protection Rules nor the Freedom of
Science pursuant to Article 13 of the Charter of Fundamental Rights
of the EU have precedence over the other. Rather, these rights and
freedoms must be carefully assessed and balanced, resulting in an
outcome which respects the essence of both.
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! See the Statement of the EDPB from 19.3.2020 on the general processing of personal data in the
context of the COVID-19 outbreak, available at https://edpb.europa.eu/our-work-tools/our-
documents/other/statement-processing-personal-data-context-covid-19-outbreak _en.
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https://edpb.europa.eu/our-work-tools/our-documents/other/statement-processing-personal-data-
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2 See for example Article 5 (1) (b) and (e), Article 14 (5) (b) and Article 17 (3) (d) GDPR.
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3 See for example Article 9 (2) (j) and Article 89 (2) GDPR.
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3. DEFINITIONS

It is important to understand which processing operations benefit from
the special regime foreseen in the GDPR and elaborated on in the present
guidelines. Therefore, the terms “data concerning health”, “processing
for the purpose of scientific research” as well as “further processing”

(also referred to as “primary and secondary usage of health data”) must
be defined.

L& cHE P AVEIE T TR ZGDPRIF A X A dp il Y P2
FARFIR » Flpt 0 = %’ TREETH, TR PEEL P FEY
vr Digpesdy | (fLER TR 2 475t * (primary usage) fr=t &

¢ * (secondaryusage) ) -

3.1 “Data concerning health”
BT

According to Article 4 (15) GDPR, “data concerning health” means
“personal data related to the physical or mental health of a natural
person, including the provision of health care services, which reveal
information about his or her health status”. As indicated by Recital 53,
data concerning health deserves higher protection, as the use of such
sensitive data may have significant adverse impacts for data subjects. In
the light of this and the relevant jurisprudence of the European Court of
Justice (“ECJ”),* the term “data concerning health” must be given a wide
interpretation.
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4 See for example regarding the Dlrective 95/46/EC ECJ 6.3.2003, C-101/01 (Lindgvist) paragraph 50.
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8. Data concerning health can be derived from different sources, for

example:
EEFAATER FA KR b4

1. Information collected by a health care provider in a patient record
(such as medical history and results of examinations and treatments).
EEREREE AR KR TR (opd  RETiIsR
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2. Information that becomes health data by cross referencing with
other data thus revealing the state of health or health risks (such as
the assumption that a person has a higher risk of suffering heart
attacks based on the high blood pressure measured over a certain
period of time).
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3. Information from a “self check” survey, where data subjects answer
guestions related to their health (such as stating symptoms).
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4. Information that becomes health data because of its usage in a
specific context (such as information regarding a recent trip to or
presence in a region affected with COVID-19 processed by a medical
professional to make a diagnosis)
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3.2 “Processing for the purpose of scientific research”
r ;ﬁi%gﬂ;&* 2 i :F‘(ﬂl’lj

9. Article 4 GDPR does not entail an explicit definition of “processing for the
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10.

11.

purpose of scientific research”. As indicated by Recital 159, “the term
processing of personal data for scientific research purposes should be
interpreted in a broad manner including for example technological
development and demonstration, fundamental research, applied research
and privately funded research. In addition, it should take into account the
Union’s objective under Article 179 (1) TFEU of achieving a European
Research Area. Scientific research purposes should also include studies
conducted in the public interest in the area of public health.”
GDPR% 41 AP LT & ' 2 1871 p @ P FAL, o de@ T %
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The former Article 29-Working-Party has already pointed out that the
term may not be stretched beyond its common meaning though and
understands that “scientific research” in this context means “a research
project set up in accordance with relevant sector-related methodological
and ethical standards, in conformity with good practice”.”
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3.3 “Further processing”
TiRFRE Y

Finally, when talking about “processing of health data for the purpose of

scientific research”, there are two types of data usages:

5> See the Guidelines on Consent under Regulation 2016/679 of the former Article 29 Working-Party
from 6.7.2018, WP259 rev.01, 17EN, page 27 (endorsed by the EDPB). Available at
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=623051.

RoAh %2918 1 i%-) e T RE 3T % 2016/6795L 2L 1 (GDPR) ® e &, i:j‘;q 3l (2018& 7% 6P %) »
WP259 rev.01, 17EN ) P27 ( EDPB # I ) ’ ;%‘ > B
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1. Research on personal (health) data which consists in the use of data
directly collected for the purpose of scientific studies (“primary use”).
LHEFT R I REEOTR BB A (ER) THREFFY

(Th@d | ) 2@% o

2. Research on personal (health) data which consists of the further
processing of data initially collected for another purpose (“secondary
use”).

RHBpaa WEDOTH BB (EE) FHREFFY (Tx
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Example 1: For conducting a clinical trial on individuals suspected to be
infected with COVID-19, health data are collected and questionnaires are
used. This is a case of “primary use” of health data as defined above.
T AHRNUR LITE LOBHEFTRFRER LEERET
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Example 2: A data subject has consulted a health care provider as a

patient regarding symptoms of the SARS-CoV-2. If health data recorded

by the health care provider is being used for scientific research purposes

later on, this usage is classified as further processing of health data

(secondary use) that has been collected for another initial purpose.
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The distinction between scientific research based on primary or
secondary usage of health data will become particularly important when
talking about the legal basis for the processing, the information
obligations and the purpose limitation principle pursuant to Article 5 (1)
(b) GDPR as outlined below.

BOFEER TR 2 Rk - F ik &4+ (information obligation )
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17.
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4. LEGAL BASIS FOR THE PROCESSING
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All processing of personal data concerning health must comply with the
principles relating to processing set out in Article 5 GDPR and with one of
the legal grounds and the specific derogations listed respectively in
Article 6 and Article 9 GDPR for the lawful processing of this special
category of personal data.®

BRBT LM RO

Legal bases and applicable derogations for processing health data for the
purpose of scientific research are provided for respectively in Article 6
and Article 9. In the following section, the rules concerning consent and
respective national legislation are addressed. It has to be noted that
there is no ranking between the legal bases stipulated in the GDPR.
FOEfrHOEA WA T ZPEEFAL P ER R T Rk
EVGE 2Bt o AERIIHE L E B E RS E dp B R
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4.1 Consent

PR
The consent of the data subject, collected pursuant to Article 6 (1) (a)
and Article 9 (2) (a) GDPR, may provide a legal basis for the processing of
data concerning health in the COVID-19 context.
#GDPR% 6% % 17 % ai{r b 9 521 S a EF 2t T A kR 7

6 See for example, regarding the Directive 95/46/EC ECJ 13.5.2014, C-131/12 (Google Spain),
paragraph 71.

7 R0 B tdn £ 95/46/EC > Fi¥ i FR2014# 57 13 %C-131/12%.% ¢ (Google Spain) 2|4 >
5 71E o
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20.
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However, it has to be noted that all the conditions for explicit consent,
particularly those found in Article 4 (11), Article 6 (1) (a), Article 7 and
Article 9 (2) (a) GDPR, must be fulfilled. Notably, consent must be freely
given, specific, informed, and unambiguous, and it must be made by way
of a statement or “clear affirmative action”.

R o AR AP EPFERRLZ EMEE > 5 GDPRY 41F ¥ 114K
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As stated in Recital 43, consent cannot be considered freely given if there
is a clear imbalance between the data subject and the controller. It is
therefore important that a data subject is not pressured and does not
suffer from disadvantages if they decide not to give consent. The EDPB
has already addressed consent in the context of clinical trials.” Further
guidance, particularly on the topic of explicit consent, can be found in

the consent guidelines of the former Article 29-Working-Party.®

b 2 F 43897 0 B R E CERE AR AR HE AR
RERRGE AL T FREREEF A AARRE > ¥ T
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Example: A survey is conducted as part of a non-interventional study on

7 See Opinion 3/2019 of the EDPB from 23.1.2019 on concerning the Questions and Answers on the
interplay between the Clinical Trials Regulation (CTR) and the General Data Protection regulation
(GDPR), available at https://edpb.europa.eu/our-work-tools/our-documents/avis-art-70/opinion-
32019-concerning-questions-and- answers-interplay_en.

SLEDPB M B *t ik 385 R (CTR) fr— 4L TR iRz p] (GDPR) B3 # 1 ¥ # 2 & 23/2019
(2019+#17 23p %) - 3 % & : https://edpb.europa.eu/our-work-tools/our-documents/avis-art-
70/opinion-32019-concerning-questions-and-answers-interplay en -

8 Guidelines on Consent under Regulation 2016/679 of the former Article 29 Working-Party from
6.7.2018, WP259 rev.01, 17EN, page 18 (endorsed by the EDPB).

W H 290 (7o) T BT % 2016/6795L P (GDPR) ¥ e 2 4551, (201877 6P %)
WP259 rev.01, 17EN » F 18 (EDPB#::%) -
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21.

22.

a given population, researching symptoms and the progress of a disease.

For the processing of such health data, the researchers may seek the

consent of the data subject under the conditions as stipulated in Article 7

GDPR.

7t B L 1E S 2R A O~ 1 (non-interventional ) B 2o — R4 0 HE R
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In the view of the EDPB, the example above is not considered a case of
“clear imbalance of power” as mentioned in Recital 43 and the data
subject should be able to give the consent to the researchers.’ In the
example, the data subjects are not in a situation of whatsoever
dependency with the researchers that could inappropriately influence
the exercise of their free will and it is also clear that it will have no
adverse consequences if they refuse to give their consent.

v
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However, researchers should be aware that if consent is used as the
lawful basis for processing, there must be a possibility for individuals to
withdraw that consent at any time pursuant to Article 7 (3) GDPR. If
consent is withdrawn, all data processing operations that were based on
consent remain lawful in accordance with the GDPR, but the controller
shall stop the processing actions concerned and if there is no other lawful
basis justifying the retention for further processing, the data should be
deleted by the controller.*°

Ra o T AR AR B AITAEY 2 5% kY 0 2GDPRE7
TER3IE o AP B A SR SRR PR o Few B R 18 > RGDPR > gt

® Assuming that the data subject has not been pressured or threatened with disadvantages when not
giving his or her consent.

BREFTAARRE > P I LIFESGRAFEZ A E RSP

12



23.

24,

25.
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4.2 National legislations

B R i
Article 6 (1) e or 6 (1) f GDPR in combination with the enacted
derogations under Article 9 (2) (j) or Article 9 (2) (i) GDPR can provide a
legal basis for the processing of personal (health) data for scientific
research. In the context of clinical trial this has already been clarified by
the Board.!
GDPR% 6i% % 178 H e s %12k > 24 F9ME 5278 % jir e %izn2 b7
RET AT EFAEFT R EY BA (FE) T %P5 o
GTRRGESRATE AR E S

Example: A large population based study conducted on medical charts of
COVID-19 patients.

7 B VL LN G JF‘,‘ 2R BT ARPRER ( population based )
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As outlined above, the EU as well as the national legislator of each
Member State may enact specific laws pursuant to Article 9 (2) (j) or
Article 9 (2) (i) GDPR to provide a legal basis for the processing of health
data for the purpose of scientific research. Therefore, the conditions and
the extent for such processing vary depending on the enacted laws of the
particular Member State.
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10 See Article17 (1) (b) and (3) GDPR.

LGDPR% 1715 % 178 % bicfc %378 -

11 See Opinion 3/2019 of the EDPB from 23.1.2019, page 7.
REDPB " & 1.3/2019 , (2019#1%23p %) » F7-
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28.

As stipulated in Article 9 (2) (i) GDPR, such laws shall provide “for suitable
and specific measures to safeguard the rights and freedoms of the data
subject, in particular professional secrecy”. As similarly stipulated in
Article 9 (2) (j) GDPR, such enacted laws “shall be proportionate to the
aim pursued, respect the essence of the right to data protection and
provide for suitable and specific measures to safeguard the fundamental
rights and the interests of the data subject”.

GDPR% 915 %27 % izt > M EZEFR T BREFE A EF/ILH
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Furthermore, such enacted laws must be interpreted in the light of the
principles pursuant to Article 5 GDPR and in consideration of the
jurisprudence of the ECJ. In particular, derogations and limitations in
relation to the protection of data provided in Article 9 (2) (j) and Article
89 GDPR must apply only in so far as is strictly necessary.!?

phoh o R B E RRF 0 UGDPRESIEZ LI R G kyp 0 T E R
B E e F G LR o %] > GDPR% 9iF % 278 ¥ jIfr ¥ 891k B >
T2 PR A HS R ZFRT 4 Hag 12,

5. DATA PROTECTION PRINCIPLES
TR R R

The principles relating to processing of personal data pursuant to Article
5 GDPR shall be respected by the controller and processor, especially
considering that a great amount of personal data may be processed for
the purpose of scientific research. Considering the context of the present
guidelines, the most important aspects of these principles are addressed

in the following.

12 see for example, regarding the Directive 95/46/EC ECJ 14.2.2019, C—345/17 (Buivids) paragraph 64.
T B Lo B *3':‘:}?1 £ 95/46/EC » ¥ 2 12019# 2% 14 P % C-345/17%.% i (Buivids ) %]+ > %64
e
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5.1 Transparency and information to data subjects
B R ET R

The principle of transparency means that personal data shall be
processed fairly and in a transparent manner in relation to the data
subject. This principle is strongly connected with the information
obligations pursuant to Article 13 or Article 14 GDPR.

SR GG B THLE RS BT gL
> 503 o 3% Jn P'| ¥ GDPR % 1315—{?% 1415 3 2 T2 FAHK BRI
w%°

In general, a data subject must be individually informed of the existence
of the processing operation and that personal (health) data is being
processed for scientific purposes. The information delivered should
contain all the elements stated in Article 13 or Article 14 GDPR.

mS o RBHEETE EATREY TE2 3 0E BA (B
B) FHGIHAED augr o vﬁ;t B2 TR E 2 GDPR¥® 13 1r %
14122 L8 & % o

It has to be noted that researchers often process health data that they
have not obtained directly from the data subject, for instance using data
from patient records or data from patients in other countries. Therefore,
Article 14 GDPR, which covers information obligations where personal
data is not collected directly from the data subject, will be the focus of
this section.

CSEy NI &ﬁ“r 2B AFA AT A R FE A
4B~ f vﬁa& 2 T SR B FRBRELFTH - Flt > GDPRY 14
EARLE 2 2 ﬁi&@}.‘;i&mﬁ: BT M (e iE)&RTE> 2 A& L8
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33.

34.

5.1.1 When must the data subject be informed?
MR ey £ 47

When personal data have not been obtained from the data subject,
Article 14 (3) (a) GDPR stipulates that the controller shall provide the
information “within a reasonable period after obtaining the personal
data, but at the latest within one month, having regard to the specific
circumstances in which the personal data are processed”.

HAr2hd BPp § ¥ A 0 A T 0 GDPRF 141% % 378 % a2

j‘;?—‘ﬁ,ﬁ " ERAFHEY 2 BT B EE R A T
AP FER-BIA o KEAAM TR

In the current context, it has to be particularly noted that according to
Article 14 (4) GDPR, where “the controller intends to further process the
personal data for a purpose other than that for which the personal data
were obtained, the controller shall provide the data subject prior to that

further processing with information on that other purpose”.

AP ERT 0 A BIL R 0 23GDPR% 145:%%34:%&3;’ v HEEA
EaPR Gz BRP 17 BpFE# A FH s B iR T
# g0 @gz CREZHEE P T2 JaR FA ) o

In the case of the further processing of data for scientific purposes and
taking into account the sensitivity of the data processed, an appropriate
safeguard according to Article 89 (1) is to deliver the information to the
data subject within a reasonable period of time before the
implementation of the new research project. This allows the data subject
to become aware of the research project and enables the possibility to
exercise his/her rights beforehand.
ﬁﬁiﬁﬁﬂ’“gngfékﬁf*\fp’:‘i Jj’a"”@”#
ERIE R TG Y LD ,‘:&‘;E#%w? - o hhd
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FRAELG aEw AR AEZ T o
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35.

36.

5.1.2 Exemptions

&) ¢}

However, Article (14) (5) GDPR stipulates four exemptions of the
information obligation. In the current context, the exemption pursuant to
Article (14) (5) (b) (“proves impossible or would involve a
disproportionate effort”) and (c) (“obtaining or disclosure is expressly
laid down by Union or Member State law“) GDPR are of particular
relevance, especially for the information obligation pursuant to Article 14
(4) GDPR.

kM > GDPR% 147% % 538 2. 27 ’?}3%#&?#1—%52-5’7’7% IB B¢k o 3P m
T o £ H FRGDPR¥ 1415 % 4 R T F M KD T 0 BB
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5.1.2.1 Proves impossible

=z gy ¥ %<
ﬁé_ﬁ} ”~ Z Fﬁﬁ

In its Guidelines regarding the principle of Transparency,® the former
Article 29-Working-Party has already pointed out that “the situation
where it “proves impossible” under Article 14 (5) (b) to provide the
information is an all or nothing situation because something is either
impossible or it is not; there are no degrees of impossibility. Thus, if a
data controller seeks to rely on this exemption it must demonstrate the
factors that actually prevent it from providing the information in question
to data subjects. If, after a certain period of time, the factors that caused
the “impossibility” no longer exist and it becomes possible to provide the
information to data subjects then the data controller should immediately
do so. In practice, there will be very few situations in which a data
controller can demonstrate that it is actually impossible to provide the

information to data subjects.”
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5.1.2.2 Disproportionate effort
7 N 2 i

In determining what constitutes disproportionate effort, Recital 62 refers
to the number of data subjects, the age of the data and appropriate
safeguards in place as possible indicative factors. In the Transparency

% it is recommended that the controller

Guidelines mentioned above,
should therefore carry out a balancing exercise to assess the effort
involved to provide the information to data subjects against the impact
and effects on the data subject if they are not provided with the
information.

%;‘#%;%faﬁé»‘% 2 G2 62%&«#&5] J ig'?’
T &S fedk g g % <iﬁﬁ# 27 i ey 7
BEp it dgal M3 E FREFFd iR Rk
210FE N2 FARESZTAS FEASFEL AL 2 ﬁ,fiﬂ%fr

Qﬂ

EL

13 See the Guidelines on transparency under Regulation 2016/679 of the former Article-29 Working-
Party from 11.4.2018, WP260 rev.01, 17/EN, page 29 (endorsed by the EDPB). Available at
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item id=622227.

B %2901 1T J ‘o [ %2016/679%. 0] (GDPR)e i P i 4531 (20184#47 110 %) » WP260
rev.01, 17/EN > 7 29 (EDPB#: 3% ) - # % B : https://ec.europa.eu/newsroom/article29/item-
detail.cfm?item |d-622227 °

14 Guidelines on transparency under Regulation 2016/679 of the former Article-29 Working-Party from
11.4.2018, WP260 rev.01, 17/EN, page 31 (endorsed by the EDPB).

W %2911 7] 2 T % 2016/679%L. 7] (GDPR)&% B f* #;, 31, (2018#4% 11p %) > WP260
rev.01, 17/EN » 7 31 (EDPB#::%) -
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41.

Example: A large number of data subjects where there is no available
contact information could be considered as a disproportionate effort to
provide the information.
Aol EFFAMERS DAV WMETN FRIABTAM
A LRI T

5.1.2.3 Serious impairment of objectives
#O L LY F

To rely on this exception, data controllers must demonstrate that the
provision of the information set out in Article 14 (1) per se would render
impossible or seriously impair the achievement of the objectives of the
processing.

I PG TR FCAEP R EFAEFIERLL TR
ALBREY FTAL2 P g2 E NN FE LA o

In a case where the exemption of Article (14) (5) (b) GDPR applies, “the
controller shall take appropriate measures to protect the data subject’s
rights and freedoms and legitimate interests, including making the
information publicly available”.

% i * GDPR¥ 141% %558 $ bR 22 w*h » Bl T g FRARPF §
Ko REGFEALEF oA AL SRELFGFER

5.1.2.4 Obtaining or disclosure is expressly laid down by Union or
Member State law
BEZE R RZEP > RE2 PFA I E
Article 14 (5) (c) GDPR allows for a derogation of the information
requirements in Articles 14 (1), (2) and (4) insofar as the obtaining or
disclosure of personal data “is expressly laid down by Union or Member
State law to which the controller is subject”. This exemption is
conditional upon the law in question providing “appropriate measures to
protect the data subject’s legitimate interests”. As stated in the above
mentioned Transparency Guidelines,'® such law must directly address the

data controller and the obtaining or disclosure in question should be
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42.

43.

mandatory upon the data. When relying on this exemption, the EDPB
recalls that the data controller must be able to demonstrate how the law
in question applies to them and requires them to either obtain or
disclose the personal data in question.

*GDPR¥ 1415 $ 57 $cix » W& MBB A TH G T 2HLFF
&2 B A ?ﬁﬁ%éﬂ?%ij’m?ﬁ%%M@$”;¥
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5.2 Purpose limitation and presumption of compatibility
AL R T L3

As a general rule, data shall be “collected for specified, explicit and

legitimate purposes and not further processed in a manner that is

incompatible with those purposes” pursuant to Article 5 (1) (b) GDPR.

—@ﬁf"m%Gmm%Sﬁ%me%’*ﬁw CEREFGF AT
Y ;’7# g 75 P 7 ﬁlj’?_j:ﬁm]jﬁﬁ7?"lg_@[gb@“'?fJ o

However the “compatibility presumption” provided by Article 5 (1) (b)
GDPR states that “further processing for [...] scientific research purposes
[...] shall, in accordance with Article 89 (1), not be considered to be
incompatible with the initial purposes”. This topic, due to its horizontal
and complex nature, will be considered in more detail in the planned
EDPB guidelines on the processing of health data for the purpose of
scientific research.

2@ > GDPR#®5IE % 178 % bicz. " Mdn e | e > T #4894
175 » Zoeeeee LT P 77000 ZGBIFEEH o T FRRR G AL P T

15 Guidelines on transparency under Regulation 2016/679 of the former Article-29 Working-Party from
11.4.2018, WP260 rev.01, 17/EN, page 32 (endorsed by the EDPB).

Ao %2951 18] & TR % 2016/679%. %L (GDPR)¥ g B it ifx;} 31, (2018# 4% 11p %) >
WP260 rev.01, 17/EN » 7. 32 (EDPB#::a
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FAF ) o M- KA 0 d AT H KT (horizontal ) foAg st o -
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LiFRr 22 4F31
Article 89 (1) GDPR stipulates that the processing of data for research
purposes “shall be subject to appropriate safeguards” and that those
“safequards shall ensure that technical and organisational measures are
in place in particular in order to ensure respect for the principle of data
minimisation. Those measures may include pseudonymisation provided
that those purposes can be fulfilled in that manner”.
Gmmiwﬁﬁlﬁ%ﬁgéﬁwiﬁﬁ@ TA > T RF G RHE
ES o ’E;/‘gy- %é‘/?.-f@%# 7 RN e g Bt y%‘;/% % s
B i g‘j TR ) TR o iR HT
5 tr

The requirements of Article 89 (1) GDPR emphasise the importance of
the data minimisation principle and the principle of integrity and
confidentiality as well as the principle of data protection by design and
by default (see below).!® Consequently, considering the sensitive nature
of health data and the risks when re-using health data for the purpose of
scientific research, strong measurements must be taken in order to
ensure an appropriate level of security as required by Article 32 (1) GDPR.
GDPR%89i% % 158 2 & 3 A Tl & | * A ~ T M B2 RA
1R TR 3 (by design) fr3Ek (by default) RR] (LT <)

o Flpt o T ERE TR AEIE AT 0 U E ZPEFF TP R R

BRAzZRb'e  EHE7 4 #*w » FE F BLGDPR % 321% % 178 3L 21
gg TARRE o

16 Also see the Guidelines 4/2019 of the EDPB from 13.11.2019 on Data Protection by Design and by
Default (version for public consultation), available at https://edpb.europa.eu/our-work-tools/public-
consultations-art- 704/2019/guidelines-42019-article-25-data-protection-design_en

¥ 2 o EDPB T B 2% R R 3 ok 2 45 514/2019 ) (2019£117% 13p » 22 ek %) o
Ea % B https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2019/guidelines-
42019-article-25-data-protection-design_en °
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48.

5.3 Data minimisation and storage limitation
TR A 1 o i L

In scientific research, data minimisation can be achieved through the
requirement of specifying the research questions and assessing the type
and amount of data necessary to properly answer these research
guestions. Which data is needed depends on the purpose of the research
even when the research has an explorative nature and should always
comply with the purpose limitation principle pursuant to Article 5 (1) (b)
GDPR. It has to be noted that the data has to be anonymised where it is
possible to perform the scientific research with anonymised data.
FEFT?  FPHEEERRP AL FAPE R R AN 2T
RAESTE 2 TR R 0 FIMTRE L HFR T KB
WEFT P (TTAFERNETL S Ao ) o f . ‘“‘\ﬁjGDPR"Jﬁ
EFRLE S bR TP AU R PRIAL P FET R F LFHR
EEEMEET o MRRTERE L

In addition, proportionate storage periods shall be set. As stipulated by
Article 5 (1) (e) GDPR “personal data may be stored for longer periods
insofar as the personal data will be processed solely for archiving [...]
scientific purposes [...] in accordance with Article 89 (1) subject to
implementation of the appropriate technical and organisational
measures required by this Regulation in order to safequard the rights and
freedoms of the data subject”
Pt BEREET B2 o 1IRGDPRF 5% ¥ 17 S et R T
DB R PP e B B FE R 89 ¥ F TR
BRI R T2 R Foln 5 5 R E 2 T K
B FHLE R
In order to define storage periods (timelines), criteria such as the length
and the purpose of the research should be taken into account. It has to
be noted that national provisions may stipulate rules concerning the

storage period as well.
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5.4 Integrity and confidentiality

2 LS 1Ea
As mentioned above, sensitive data such as health data merit higher
protection as their processing is likelier to lead to negative impacts for
data subjects. This consideration especially applies in the COVID-19
outbreak as the foreseeable re-use of health data for scientific purposes

leads to an increase in the number and type of entities processing such

~ﬂ%%®?ﬁ’5?i¥%R%§1Afn
AR G E P it it B ﬁuaﬁ@@?,

It has to be noted that the principle of integrity and confidentiality must
be read in conjunction with the requirements of Article 32 (1) GDPR and
Article 89 (1) GDPR. The cited provisions must be fully complied with.
Therefore, considering the high risks as outlined above, appropriate
technical and organisational up-to-date measures must be implemented
to ensure a sufficient level of security.
BRI HRERI-B R RAI2ZI2[Z > /% £ GDPR% 32i% % 157
'erDPR§:89ﬁ1~§:1IE o ¥ JB niﬁﬁ PR iEY o Fpt s FF P ik 2
BRL% 0 LAF S E T AR w0 0 U
% 2ARR o

Such measures should at least consist of pseudonymisation,’’ encryption,
non-disclosure agreements and strict access role distribution, restrictions
as well as logs. It has to be noted that national provisions may stipulate
concrete technical requirements or other safeguards such as adherence

to professional secrecy rules.
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Furthermore, a data protection impact assessment pursuant to Article 35
GDPR must be carried out when such processing is “likely to result in a
high risk to the rights and freedoms of natural persons"” pursuant to
Article 35 (1) GDPR. The lists pursuant to Article 35 (4) and (5) GDPR shall
be taken into account.

P b s R Y GDPR$3SIE S IR T » 238 [ P 44 2
i@ FRE %) PIBPHIGDPRY 35 R T e | REH =R o
J&s ¥ 6 GDPR % 350% % 478 fo % 578 R 2 i@ * {314 H -

At this point, the EDPB emphasises the importance of data protection
officers. Where applicable, data protection officers should be consulted
on processing of health data for the purpose of scientific research in the
context of the COVID-19 outbreak.
> EDPBREABF FE L Z L E M o AF (FHERT 0 XTEW AP
EHE - ZFFFY P ER R TR ﬁ%??;@ R
Finally, the adopted measures to protect data (including during transfers)
should be properly documented in the record of processing activities.
Bofd o TR TR EGESR S (CRTHBEY T ORE) o kL

VESHE Y T
6. EXERCISE OF THE RIGHTS OF DATA SUBJECTS

TEAETIZ T

In principle, situations as the current COVID-19 outbreak do not suspend
or restrict the possibility of data subjects to exercise their rights pursuant
to Article 12 to 22 GDPR. However, Article 89 (2) GDPR allows the

71t has to be noted that personal (health data) that has been pseudonymised is still regarded as
“personal data “pursuant to Article 4 (1) GDPR and must not be confused with “anonymised data”
where it is no longer possible for anyone to refer back to individual data subjects. See for example
Recital 28.

Bild o SELCZBAFR (EFHE) M EGDPREAFE 1K TAEZ [ BATFHE, 23R
BIFEFR (P A P RZFRBSBYEEA)RA o TH[20 3 %288
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58.

national legislator to restrict (some) of the data subject’s rights as set in
Chapter 3 of the regulation. Because of this, the restrictions of the rights
of data subjects may vary depending on the enacted laws of the
particular Member State.

B} o Fa T Kﬁlﬁ}"i}kﬁ% g7 ak R § ¥ A RGDPR%
12753 %2215 A ] o 2@ o> GDPR§?891,£§7 IELHFR RS E i” &
IR 2 f;bGDPRiﬁgf_:s; j oot (:%t:) ) - e T A m
2 4] P FIEM e B RTHl R 2w g T oo

Furthermore, some restrictions of the rights of data subjects can be
based directly on the Regulation, such as the access right restriction
pursuant to Article 15 (4) GDPR and the restriction of the right to erasure
pursuant to Article 17 (3) (d) GDPR. The information obligation
exemptions pursuant to Article 14 (5) GDPR have already been addressed
above.

Boeb > T B R AT GDPREFE F 4 43T & rT4] > 4o 2 GDPR ¥
157 % 475 *LH13T * 4 > 12 2 R GDPR¥ 171 ¥ 351 ¥ dAx " LHI1#17% 1
GDPR% 141 $ 518 % 2. T M #H B K02 5 ¢ e 3 1 < 34 o

It has to be noted that, in the light of the jurisprudence of the ECJ, all
restrictions of the rights of data subjects must apply only in so far as it is
strictly necessary.'®
ﬁ?g/——,& » BN E me i}iﬁi;&; ’ ‘ﬁiﬁ% i A %«Ni__ R o
)‘@xs‘\lz: IV 4 #E]P\ 18
7.INTERNATIONAL DATA TRANSFERS FOR SCIENTIFIC RESEARCH
PURPOSES
SHERY D R S RETA R
Within the context of research and specifically in the context of the

COVID-19 pandemic, there will probably be a need for international
cooperation that may also imply international transfers of health data for

18 See for example, regarding the Directive 95/46/EC ECJ 14.2.2019, C—345/17 (Buivids) paragraph 64.
TR B A R2019£2 7 14 P % C-345/17%.% ¢ (Buivids ) B *3:“95/46/EC«‘1;1 £ A K64 o
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the purpose of scientific research outside of the EEA.

SRR R FRIREFRLAPEPETL TR FEEFRES
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When personal data is transferred to a non-EEA country or international
organisation, in addition to complying with the rules set out in GDPR,*°
especially its Articles 5 (data protection principles), Article 6 (lawfulness)
and Article 9 (special categories of data),?® the data exporter shall also
comply with Chapter V (data transfers).?!

BB A TR @ﬁs?] 3 AT SR B R T E R P ‘f),@%\ < GDPR
2 AR B AR ﬁwaﬁsﬁ(fﬁ%§&M)\%6ﬁ(

O (FABT) ™ FHENFEBE ST % (FHEE) 2
%%21 o

In addition to the regular transparency requirement as mentioned on
page 7 of the present guidelines, a duty rests on the data exporter to
inform data subjects that it intends to transfer personal data to a third
country or international organisation. This includes information about
the existence or absence of an adequacy decision by the European
Commission, or whether the transfer is based on a suitable safeguard
from Article 46 or on a derogation of Article 49 (1). This duty exists
irrespective of whether the personal data was obtained directly from the
data subject or not.
“f ﬂ‘#ﬁ SIHRTE (L AP BHIST w2 2 - B p v &
R ERE ST R R E R S R S I

19 Article 44 GDPR.

GDPR % 441% -

20 See sections 4 to 6 of the present Guidelines.

LREETEL 453 %64 o

21 See the Guidelines 2/018 of the EDPB from 25.5.2018 on derogations of Article 49 under Regulation
2016/679, page 3, on the two-step test, available at https://edpb.europa.eu/our-work-tools/our-
documents/smjernice/guidelines-22018-derogations-article-49-under-regulation_en.

A EDPB 2018# 5% 25p I Bf*> % 2016/679%5 2L % 4915 chiz| ¢} ﬁ‘—ﬂ}ia‘ﬁ 512/2018 (#:x: R~
2/018Ji 5 345 ) 4 > E 3 Z FEERIFE 0 4 B ! https://edpb.europa.eu/our-work-tools/our-
documents/smjernice/guidelines-22018-derogations-article-49-under-regulation_en -
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In general, when considering how to address such conditions for
transfers of personal data to third countries or international
organisations, data exporters should assess the risks to the rights and the
freedoms of data subjects of each transfer?? and favour solutions that
guarantee data subjects the continuous protection of their fundamental
rights and safeguards as regards the processing of their data, even after
it has been transferred. This will be the case for transfers to countries
having an adequate level of protection,? or in case of use of one of the
appropriate safeguards included in Article 46 GDPR,* ensuring that
enforceable rights and effective legal remedies are available for data
subjects.
M £ doim BJdR A FI'} @ﬁg‘l I %2 RHAR%E m%&m,x*,,

o PN F RS X BEHEF R 2R TR
LERFEITAFALFRE TR ARG 0T B EE
FEARRMENE A 2AEH G2 0 F o bl BEP PRE § T
Pk AR R > A3k GDPR% 46E ML T i f & 2 Mk w2 - 0 L
AREEEE AT T kR 7B} 2Rk Ao

In the absence of an adequacy decision pursuant to Article 45 (3) GDPR

22 International Data Transfers may be a risk factor to consider when performing a DPIA as referred to
in page 10 of the present guidelines.

-7 ErEL FL0F (GFer: T AE 25247 )it 2 BFRERE =G RIETH @ﬁi,%l"
EF YRR FE

B The list of countries recognised adequate by the European Commission Link is available at
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-
protection/adequacy- decisions_en

MR E AL g RERRGTE > 4% R https://ec.europa.eu/info/law/law-
topic/data-protection/international-dimension-data-protection/adequacy-decisions_en -

2 For example standard data protection clauses pursuant to Article 46 (2) (c) or (d) GDPR, ad hoc
contractual clauses pursuant to Article 46 (3) (a) GDPR) or administrative arrangements pursuant to
Article 46 (3) (b) GDPR.

4rGDPR % 461% % 238 % et & % dAA R T2 B FAL 3L 15 45 - GDPR % 461% % 378 % afi R €2 B
%% % (adhoc) & g3 » E\‘GDPR%46P+ 537 b T Ao
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63.

or appropriate safeguards pursuant to Article 46 GDPR, Article 49 GDPR
envisages certain specific situations under which transfers of personal
data can take place as an exception. The derogations enshrined in Article
49 GDPR are thus exemptions from the general rule and, therefore, must
be interpreted restrictively, and on a case-by-case basis.>> Applied to the
current COVID-19 crisis, those addressed in Article 49 (1) (d) (“transfer
necessary for important reasons of public interest”) and (a) (“explicit
consent”) may apply.

% % 4> GDPR ¥ 451% % 3738 4 %_cif M 2n % » X GDPR¥ 46152 % 2
1 a‘.;E:F— % » GDPRF 491532 18 o fFr T 2™ » 6|27 B
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N

The COVID-19 pandemic causes an exceptional sanitary crisis of an
unprecedented nature and scale. In this context, the EDPB considers that
the fight against COVID-19 has been recognised by the EU and most of its
Member States as an important public interest,?® which may require
urgent action in the field of scientific research (for example to identify
treatments and/or develop vaccines), and may also involve transfers to

third countries or international organisations.?’

7 %f—%wgﬁ%ﬁ%:w%im&é%4f¢ e
T%%T ’ EDPB;&:; CHRATE R L AR 2 A S dcé ﬁ B ERGA
L ERAEAES BTV IRASET AR LTS (AR

% See Guidelines 2/2018, page 3.

a '—2/2018#;1%1 1 E3e

26 Article 168 of the Treaty on the Functioning of the European Union recognises a high level of human
health protection as an important objective that should be ensured in the implementation of all Union
policies and activities. On this basis, Union action supports national policies to improve public health,
including in combatting against major health scourges and serious cross-border threats to health, e.g.
by promoting research into their causes, transmission and prevention. Similarly, Recitals 46 and 112 of
the GDPR refer to processing carried out in the context of the fight against epidemics as an example of
processing serving important grounds of public interest. In the context of the COVID-19 pandemic, the
EU has adopted a series of measures in a broad range of areas (e.g. funding of healthcare systems,
support to cross-border patients and deployment of medical staff, financial assistance to the most
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Not only public authorities, but also private entities playing a role in
pursuing such public interest (for example, a university’s research
institute cooperating on the development of a vaccine in the context of
an international partnership) could, under the current pandemic context,
rely upon the derogation mentioned above.

FPERNHRE o H o g R R EQIE 2P AR (A
SREPTETRFRET A EFATIHE) o IR R R 2 B0 o

f

In addition, in certain situations, in particular where transfers are
performed by private entities for the purpose of medical research aiming
at fighting the COVID-19 pandemic,?® such transfers of personal data
could alternatively take place on the basis of the explicit consent of the
data subjects.?

B R AT B BT LR N F ]
Pehod 4 FREE(T Pt SE R A T BT Ay E
L2 PR R R RIET e

Public authorities and private entities may, under the current pandemic

deprived, transport, medical devices etc.) premised on the understanding that the EU is facing a major
public health emergency requiring an urgent response.

AR B OREREGHP EFFEYRIE8ERT2ZEL P AT S HY EARRE SRR
PRAERRGEE- PR Fl o P RRAFRE L FL L RRICR s R HIRE AR R
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27 The EDPB underlines that the GDPR, in its Recital 112, refers to the international data exchange
between services competent for public health purposes as an example of the application of this
derogation.

EDPB% 3% » GDPR#% % % 1128L Ui #8 o & 2 JRAFF AR B T L 5 6 3P 7 ph - b oh 2
28 In accordance with Article 49 (3) GDPR, consent cannot be used for activities carried out by public
authorities in the exercise of their public powers.

=GDPR% 491% %378 » b (76 H D4 pF > 2 WU R 5 Rdp o

2% See EDPB Guidelines 2/2018, section 2.1.

SLEDPB r2/2018:}?1 3l ®21&
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context, when it is not possible to rely on an adequacy decision pursuant
to Article 45 (3) or on appropriate safeguards pursuant to Article 46, rely
upon the applicable derogations mentioned above, mainly as a temporary
measure due to the urgency of the medical situation globally.

Foa R R ;g;a /% 1% R GDPR % 451% % 378 g g M
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Indeed, if the nature of the COVID-19 crisis may justify the use of the
applicable derogations for initial transfers carried out for the purpose of
research in this context, repetitive transfers of data to third countries
part of a long lasting research project in this regard would need to be
framed with appropriate safeguards in accordance with Article 46
GDPR.3°
FF O FAEFR L AP ERLE T FHAG > SR P e
L PlIFREFFEFAY a4 - e
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Finally, it has to be noted that any such transfers will need to take into
consideration on a case-by-case basis the respective roles (controller,
processor, joint controller) and related obligations of the actors involved
(sponsor, investigator) in order to identify the appropriate measures for
framing the transfer.
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30 See EDPB Guidelines 2/2018, page 5.
SLEDPB r2/2018#?1 5l » F5e
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8. SUMMARY
69. The key findings of these guidelines are:
REFEARSETE S TOE

1. The GDPR provides special rules for the processing of health data for
the purpose of scientific research that are also applicable in the
context of the COVID-19 pandemic
SAEAL R B B TR > GDPREF FAAME o L ERF
R RE T T S L r'-:]‘B;P;/E', 0

2. The national legislator of each Member State may enact specific
laws pursuant to Article (9) (2) (i) and (j) GDPR to enable the
processing of health data for scientific research purposes. The
processing of health data for the purpose of scientific research must
also be covered by one of the legal bases in Article 6 (1) GDPR.
Therefore, the conditions and the extent for such processing varies
depending on the enacted laws of the particular member state.
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3. All enacted laws based on Article (9) (2) (i) and (j) GDPR must be
interpreted in the light of the principles pursuant to Article 5 GDPR
and in consideration of the jurisprudence of the ECJ. In particular,
derogations and limitations in relation to the protection of data
provided in Article 9 (2) (j) and Article 89 (2) GDPR must apply only in
so far as is strictly necessary.
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. Considering the processing risks in the context of the COVID-19
outbreak, high emphasise must be put on compliance with Article 5
(1) (f), Article 32 (1) and Article 89 (1) GDPR. There must be an
assessment if a DPIA pursuant to Article 35 GDPR has to be carried
out.
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. Storage periods (timelines) shall be set and must be proportionate. In
order to define such storage periods, criteria such as the length and
the purpose of the research should be taken into account. National
provisions may stipulate rules concerning the storage period as well
and must therefore be considered.
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. In principle, situations as the current COVID-19 outbreak do not
suspend or restrict the possibility of data subjects to exercise their
rights pursuant to Article 12 to 22 GDPR. However, Article 89 (2)
GDPR allows the national legislator to restrict (some) of the data
subject’s rights as set in Chapter 3 of the GDPR. Because of this, the
restrictions of the rights of data subjects may vary depending on the
enacted laws of the particular Member State.
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7. With respect to international transfers, in the absence of an
adequacy decision pursuant to Article 45 (3) GDPR or appropriate
safeguards pursuant to Article 46 GDPR, public authorities and
private entities may rely upon the applicable derogations pursuant to
Article 49 GDPR. However, the derogations of Article 49 GDPR do
have exceptional character only.
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For the European Data Protection Board
The Chair
(Andrea Jelinek)
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